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IPROBLEM

AWS environments generate thousands of
APl events per hour. Suspicious IAM actions
— unauthorized access, privilege escalation,
and behavioral anomalies — are impractical
to identify manually.
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AnomAl automates end-to-end IAM
anomaly detection using a fully serverless, -
AWS-native pipeline built on CloudTrail logs. B s
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The highest risk incident currently identified is **Incident 5 (ID: inc_20260325_160d88)**. It has a maximum risk score of **100/100** and is classified as **High Severity**.
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In simple terms, three different users (Aykhan, arthur-session, and john-session) tried to perform actions in your AWS account that they did not have permission to do. This happened 150 times in
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historical activity baseline, not hardcoded. Adapts automatically to

operational variance without manual tuning.

IPROJECT VALUE
_ Automated alerting via AWS SNS or

PagerDuty

Unusual surge in denied API calls — may indicate
unauthorized access attempts
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e Fully serverless — no persistent compute

overhead

Sensitive IAM Elevated high-privilege IAM operations (e.g.,

e Five-minute detection cadence, fully ML-based behavioral baselines (e.g

automated Spike CreateRole, AttachPolicy) _
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e Self-calibrating thresholds reduce false

positives without manual tuning AP Buret Abnormal API call volume in a short window —
e Al-assisted interpretation lowers analyst possible automated reconnaissance
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e Modular pipeline — new detectors or

alerting channels add without redesign ~ MITRE ATT&CK for Cloud technique tagging
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Repeated failed console sign-ins — potential credential
stuffing or brute force

_ Role-based access for multi-analyst

Repeated calls referencing nonexistent AMIs — may workflows
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Source Code & Docs github.com/aykhanpashayev/AnomAl
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